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REMARKS 

These retnaiks follow the order of the paragraphs of the office action. Relevant portions of the 
office action are shown indented and italicized. 

DETAILED ACTION 
Claim Rejections - 35 USC § 101 

2. 35 U.S.C. 101 reads as follows: 

^9?^^'i^^°^'''f^'s,f^"e^a^ machine, manufacture, or composition of 

matter, or any ne^ and useful Improvement mereof. may obtain a patent therefor. sutZtto^T^tStions 
and requirements of this title. 

3. Claim 22 is not limited to tangible embodiments. In view of Applicant's 
disclosure, specification page 13 lines 24 and 25, the means is not limited to tangible 
embodiments, instead being defined as including both tangible embodiments (i e 
hardware or a combination of hardware and software) and intangible 
embodiments (Le. software only). As such, the claim is not limited to statuton^ 
subject matter and is therektre non-statutory. 

AppUcant respectfully states that claim 22 is amended to include at least one tangible means. 
This overcomes the 35 USC 101 rejection of claim 22. 

CtaimR^ec«ons-3SUSC§il2 

4. The following is a quotation of tfie second paragraph of 35 U.SC 112- The 

specificauon shall conclude with one or more claims particularly pointing out and disttnctly claiming the 
suttject matter which the applicant regards as his inverOon. 

^^^f'"f^^^"^7arereyecfe(/t/n£/er35a S. C. 112. second paragraph, asbeing 
'"definne for failing to particularly point out and distinctly claim the subject matter which 
ewficant regards as the invention. m«*,« 

6 Claim 3 recites a specific limitation to an entity of a Markush listing This 
claim does not further limit the claim since the URI in claim 2 is not required, thereby 
not requiring the limimUons of claim 3. Correction is required 
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Applicant respectfiilly states that claim 3 is amended to depend upon claim 1, which is not a 
Markush listing. This overcomes the 35 USC 1 12 rejection of claim 3. 

7. Claim 7 recites a specific limitation to an entity of a Marl<ush listing This 
claim does not further limit the claim since the action of dropping of claim 6 is not 
required, thereby not requiring . the limitations of claim 7. Correction is required. 

Applicant respectfiilly states that claim 7 is amended to depend upon claim 1 , which is not a 
Markush listing. This overcomes the 35 USC 1 12 rejection of clann 7. 

Claim Rejections - 35 USC § 102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the ttasis for the rejections under this section made in this Office action: 

^"^"^ *° f ""'^^ /nventfon .vas described in (1) an application for 

'^^^^^"?^'J^'^" ^2?fl,;.t»y anotherniedinthe United States beto^ the ZenSonS me 
^^^J^T Z^^l^ f^^V ^"^"'^ ^ applicaiion for patent by another m^inTeUn^ Stales 

'^t^PP'l^^* for patent, except that an Intemati^i applicab7n filed un^^ 
treatydeffnedm sectton 3S1 (a) shall have the effects for purposes of this st^^Janao^^n fUed 
•"V^tfnrtedStatesonlyiftheinternationalapplicationd^S^edtheUnitS^^w^ 
under Article 21 (2) of such treaty in the English language. 

Claims 1-14, and 18-20.22. and 23 are rejected under 35 U.S.C. 102(e) as beina 
anticipated by Taylor et al. (USPf^ 6. 728.885) 

Applicant respectfuUy states that the present invention is directed to the field of operating 
systems and computer networking. It is more particularly directed to enable content-aware 
service differentiation in servers which communicate with clients over a network. 

The present invention is directed toward service differentiation for packets input into a computer 
system, it is not directed toward security of a computer system. For example, the present 
invention differentiates based on dropping connections at a giv«i rate to allow the accepted 
connections to get better service. The connection can be accepted at a given burst rate or rate per 
unit of time. Another example of service differentiation is setting poUdes to set priorities on a 
connections. Higher priority connections are placed at a higher position in the accept queue. Thus 
the present invention can provide for providing different levels of service for a web request 
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including a actions to rate control, prioritize, schedule, monitor and police requests to provide 
multiple levels of service based on the content of requests. 

The Taylor inv^ition is directed to providing multilevel security and does not address providing 
multiple levels of service.. 

9. Referring to claim 1, Taylor discloses a method comprising differentiating at least 
one service class in a liemeito perform sen/ice differentiation based on content 
in at least one data packet, including ttie stops of: 

capturing at least one data packet until a complete application header is 
detected (an inherent feature of capturing a packet at a NIC as disclosed in 
Taylor is that an application header is also captured) (col. 5, lines 30-32); 

parsing said complete appltoatk>n header to determine at least one application 

tag (i.e. attribute information such as source and destination address which are 
contained in the application header) (col. 6, line 15-17); 

matching said at least one application tag to at least one matching nile (col. 6. lines 

32-37); 

determining a presence of at least one match with said at least one matching rule (i e 

checking the relevant infonnation on the SYN packet sent by DPF 207) (col 6 lines 
32-37; col. 10, line 57 to col. 11, line 10); and 

perfomning service differentiation (i.e. discarding packet if determined not to 
allow connection or creating a new connection and applying tiie corresponding rule to 
any subsequent packets from that connection until the connection s disconnected) (col 
6, lines 61-65). « • 

Applicant respectfully states that a review of Taylor shows that Taylor does not provide for 
differentiation of at least on service dass in a kernel. The Taylor patent does not perfomi the 
steps of the invention of claim 1 of capturing, matching, determining and performing for service 
differentiation. Thus claim 1 is allowable over Taylor. 

10. Referring to claim 2, Taylor discloses the application tag includes a request 
method (i. e. filter to all "telnet' packets) (col. 6, lines 28-30). 

Applicant respectfiiUy states that claim 2 reads, 
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2. A method as in claim I, wherein said at least one application tag includes at 
least one tag taken from a group of tags including: URI, cookie, request method, HTTP 
version, a tag in an q>plication protocol, and a tag in a communication protocol. 

Thus, Taylor apparently does not implement the tags of claim 2. Taylor mentions tebiet. and FTP 
but not HTTP type headers or tags in application protocols. Thus claim 2 is allowable over 
Taylor for itself and because it depends on allowable claim 1 regarding service differentiation. 

11. Referring to claim 3, it is an inherent feature in HTTP that the URI is the second 
suing in the HTTP header, (the first string is the action word, such as GET POST HEAD 
SYN, etc.). 

Applicant respectfully states that claim 3 reads:"' 



ion 



3. (currently amended) A method as in claim ^ 1. wherein said at lea.st one ap pl.V^rir 
t9«isaURT,aT»d wherein the URI is the second string in a HTTP header and the cookie 
starts with a cookie delimiter as defined in an appUcation protocol. 



Taylor does not deal with the limitation in claim 3 such as the URVs and cookies. Thus claim 3 
allowable over Taylor for itself and because it depends on allowable claim 1 regatding 



IS 

service 



differentiation. 



12 Referring to claim 4, Taylor discloses employing a table having at least one 
matching rule (col. 6, lines 53-57). 

Applicant respectfully states that Taylor does not provide a table of rules for service 
differentiation, Taylor rules are system security. Thus claim 4 is allowable over Taylor for itself 
and because it depends on allowable daim 1 r^aiding service differentiation. 

- u ^^^ffl^SI/^ 5' Taylor discloses finding a best match (i.e. a rule 
which best fits the packet, such as the type of protocol used) (col. 6. lines 
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Applicant respectfully states that Taylor does not provide a finding best match for service 
differentiation, Taylor's best fit are for system security. TTius claim 5 is allowable over Taylor for 
Itself and because it depends on allowable claim 1 regarding service diffeitaitiation. 

Applicant respectfully states that Taylor does not provide dropping a packet for service 
differentiation, Taylor's provides connection dropping for system security. Taylor does not 
include service differentiation actions of claim 6. Thus claim 6 is allowable over Taylor for itself 
and because it depends on allowable claim 1 regarding service differentiation. 

Applicant respectfully states that Taylor does not provide dropping a packet for service 
differentiation, Taylor's provides com^ection dropping for system security. Taylor does not 
include service differentiation actions of claim 6. TTius claim 7 is allowable over Taylor for itself 
and because it depends on aUowable claim 1 regarding service differentiation. 

setting up a new connection (col. 6. lines 61-65). control (i.e. 

Applicant respectfully states that the examiner apparently that Taylor does not the group ACK's 
m claim 8 besides any protocol control that Taylor may do are perfom^ed for security purposes 
rather than service differentiation. Thus claim 8 is allowable over Taylor for itself and because it 
depends on allowable claim 1 regarding service differentiation. 

1^44^!^"''"^^'^^''^^' ^^y^''^'^^^'"^'i"9Bt least one matching nils (col. 6. 

Applicant respectfully states that Taylor's rules are not for service differentiation as in claim 9 
nius claim 9 is allowable over Taylor for itself and because it depends on allowable claim 1 
regarding sttvice differentiation. 
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18. Referring to claims 10 and 1 1, Taylor discloses detecting establishment of 
a new TCP connection (col. 6. line 60 to col. 7. line 10). 

Applicant respectfully states that any Taylor apparently filter connection establishment for 
security purposes not to provide differentiated services for the said connection. Thus claims 10 
and 11 are allowable over Taylor for itself and because it depends on allowable claim 1 regarding 
service differentiation. 

19. Referring to claim 12, Taylor discloses the step of establishing a new TCP 
connection includes receivings SYN packet, sending a SYN-ACK packet, deferring 
accept, receiving ACK for SYN-ACK and deferring nomicaVon of data packet (this is an 
inherent feature of the HTTP basic 3-way handshake for Connection synciironization 
which can be found in the Transmission Control Pmtnrni DARPA Internet 
Pf<?grwn Protocol Specification Septemhesr lofti prepared by Information 
Sciences Institute, USC. page. 3i Figure 7) (col. 5. lines 55-60). 

Applicant respectfully states that claim 12 is monitoring estabhshmoit of the connection in order 
to provide service diflferentiation on the connection, not security like the Taylor patent Thus 
claim 12 is allowable over Taylor for itself and because it depaids on allowable claim 1 
regarding service differentiation. 

20. Referring to claim 13, detecting application header delimiters for said data 
packet is an inherent feature of Taylor since without tiiis detection step, the 
system would not know where the header starts and encte. 

Applicant respectfully states that Taylor's detection of the application header delimiters is for the 
purpose of system security. Claim 1 3 is capturing the application header for the purpose of 
service differentiation. Thus claim 13 is aUowable over Taylor for itself and because it depends 
on allowable claim 1 regarding service differentiation. 

21. Claims 14, and 18-20, 22, and 23 are rejected for similar reasons as stated 
above. 

AppUcant respectfully states that claim 14 and 16-20. 22. and 23 are apparatus and Beauregard 
claims for sendee differentiation, providing better service for a client web request. The Taylor 
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patent is for security, and does not include the elements of these claims for differentiation. Thus 
claim 14 and 18-20, 22, and 23 are allowable over Taylor for themselves. 

It is anticipated that this amendment brings the application to allowance of claims 1-14 and 
1 8-20, 22, and 23 and favorable action is respectfully solicited. 

Please charge any fee necessary to enter this paper to deposit account 50-0510. 



Respectfully submitted. 




Eh". Louis P. Herzl^^ 
Reg. No. 41,500 
Voice Tel. (845) 352-3194 
Fax. (914) 945-3281 



Monsey, NY 10952 



3 Cloverdale Lane 
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